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1 Introduction 

1.1 This policy provides a framework for secure, acceptable, and appropriate 
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3.1.5 Emails contained in a staff member’s account will usually be retained for 
three months after an individual has left Goldsmiths. Exceptions to this may 
be made where there is a business need to retain records that form part of a 
formal agreement on behalf of the College. Exceptions will be subject to a 

mailto:phishing@gold.ac.uk
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3.2.14 Automatically forwarding all Goldsmiths emails by staff to personal email 
accounts is not permitted and will be treated as a potential data breach. 
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3.3.1 Information intended to reach a large number of staff or students, should be 
posted on the Goldsmiths website, Goldmine or alternative communication 
methods as opposed to an email. 

3.3.2 Users should avoid sending attachments and instead send links to 
Goldsmiths recommended file storage.

#

/it/information-security/storing-and-sharing-files/
/it/email/common-email-functions/


/it/
/media/documents-by-section/about-us/governance/policies/Data-Breach-and-Information-Security-Incident-Reporting-Policy-and-Procedure.pdf
/media/documents-by-section/about-us/governance/policies/Protective-Marking-Policy-170518-.pdf
/media/docs/it/Information-Security-Policy.pdf


   

/media/docs/it/acceptable-use-of-it-services-policy.pdf
https://www.legislation.gov.uk/ukpga/2000/23/contents
http://www.legislation.gov.uk/uksi/2000/2699/made
http://www.legislation.gov.uk/uksi/2000/2699/made
https://www.gov.uk/data-protection
/foi/
/data-protection/policies/data-protection-policies/
/data-protection/policies/data-protection-policies/
/media/documents-by-section/about-us/governance/policies/records-management-policy.pdf
/media/docs/it/IT-Services-Regulations.pdf
https://community.jisc.ac.uk/library/acceptable-use-policy
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
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